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Philippines
Population 116.8 million - Latest figures: 2025

The Philippines' national cybercrime centre recorded

18,633 complaints in 2025, almost double the 10,004 of

2024 and more than five times the 3,317 of 2023. Victims

lost PHP 418 million, against about PHP 198 million the year

before. The Cybercrime Investigation and Coordinating

Center (CICC), an agency attached to the information

technology department, runs the national anti-scam v
hotline 1326 and puts the rise down to more people

knowing where to report. Police figures point the other

way: the Anti-Cybercrime Group logged 7,081 online

scams in 2024 and 3,941 by mid-November 2025. A national survey by Social Weather Stations found
8% of families hit by cybercrime in the six months to June 2026, the highest since it began asking

in 2023.

The CICC coordinates. The police Anti-Cybercrime Group and the National Bureau of Investigation
(NBI) investigate. The central bank (BSP) regulates banks and e-wallets, the SEC handles investment
scams and the trade department online selling.

The main laws are the SIM Registration Act (2022), the Internet Transactions Act (2023), the Anti-
Financial Account Scamming Act, AFASA (2024), which makes it a crime to rent out an account or to
trick people out of their account details and puts duties on banks, and the Anti-POGO Act (October
2025), which bans the offshore gambling firms whose compounds housed scam centres.
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PEOPLE SCAMMED

3,124,929

10.4% of adults

PEOPLE WHO LOST
MONEY

6,562,440

81% of victims

Most scams start on social media and messaging apps. Surveys show
cybercrime highest in Metro Manila, at 13.4% of families. Of the CICC's
complaints in 2025, 366 came from senior citizens. Its love scam complaints,
123 in the year, came about equally from women and men, mostly aged 18 to
29, and a quarter from Filipinos overseas.

Fake sellers and copies of brand pages advertise heavy discounts and send
buyers to a website outside the real marketplace. Task scams pay small
sums for simple jobs, then ask for deposits. Callers pose as bank or e-wallet
staff to get one-time passwords. Hijacked Facebook accounts ask friends for
money. Love scammers move victims to Telegram or WhatsApp within days.
Since telcos began blocking texts with links in 2022, scammers have turned
to portable fake cell towers, which need no SIM and can drop a message into
a real thread from a bank: police have seized at least 5 of them and 53 text
blasters in 19 operations since 2025.

Scam compounds grew inside offshore gambling firms (POGOs). After the
ban, senators say some reorganised into smaller groups, and at least 244
foreign nationals were arrested at two sites in Zamboanga Sibugay in 2026.
Filipinos are also trafficked to compounds abroad: 877 were brought home
from Cambodia between 2022 and early 2026.

Most of the money leaves through e-wallets. In the CICC's complaints for
2024, GCash carried PHP 76 million of the PHP 198 million lost, ahead of the
banks BPIl and GoTyme and the wallet Maya. Banks' own reports to the

BSP put gross cyber losses at PHP 5.82 billion in 2024. For 2025 the BSP
gave only shares: 76 % from social engineering, account takeover and
identity theft.

The money moves through mule accounts, which are bought, rented or
opened under false names. That has been a crime since August 2024, with
six to eight years in prison.

BSP Circular 1213, in force from mid-2025 with a year to comply, sets out
what must stop a payment. Every bank and e-wallet must run real-time fraud
monitoring that can block suspicious transfers. After a change of phone
number, email or device the account is paused for 24 hours. Customers must
be offered a kill switch to suspend the account themselves, a 'money lock'
that puts part of the balance out of reach of online transfers, and their own
transaction limits. Institutions may not send clickable links or QR codes by
text, email or chat, and must limit one-time passwords sent by SMS. Telcos
block at the network: in 2024 they stopped 3.3 billion scam texts and
deactivated 3.1 million SIMs, and in 2025 Globe alone blocked 967 million
messages and 272,746 SIMs.



MONEY LOST

US$220.5m

£12.68b in a year,
0.05% of GDP

MONEY RETURNED

US$14.7m

6.6% of the money
lost

Official counts capture only part of the losses. The Cybercrime Investigation
and Coordinating Center (CICC) recorded PHP 418.2 million lost in 2025 from
18,633 complaints, against almost PHP 198 million from 10,004 complaints in
2024 and 3,317 complaints in 2023. Its loss figure covers only consumer
fraud, online fraud, hacking and phishing. Banks and e-wallets reported
gross cyber losses of PHP 5.82 billion to the central bank in 2024, up 2.6%,
led by phishing (PHP 1.8 billion) and card-not-present fraud (PHP 1.5 billion).
For 2025 the central bank gave only shares: 76% of fraud losses came from
social engineering, account takeover and identity theft.

Online selling scams take the most in total and love scams the most per
case. In police figures for January to August 2023, online selling took PHP
68.9 million of the PHP 155.2 million lost, while 266 love scam complaints lost
PHP 19.4 million, about PHP 73,000 each. GCash was the e-wallet most used
by victims in the CICC's 2024 complaints.

Police records show fewer online scams, with 4,509 cases in the first half of
2026 against 5,526 a year earlier, but household surveys show the problem
growing: Social Weather Stations found 8.0% of families hit by cybercrime in
the six months to June 2026, a record.

Few scam victims in the Philippines get money back, and the rules for
recovering it date only from 2025. What returns is mostly money caught
in the receiving account and sent back, not refunds paid from a bank's
own funds.

Liability depends on fault. Under the Anti-Financial Account Scamming Act
(AFASA) and central bank rules, an institution that fails to hold disputed
funds, or whose safeguards fall short, must make good the loss, and the
central bank says a bank can no longer blame the client in such cases. A
customer who gave away a password or one-time code while the bank's
controls worked can still bear the loss.

A victim who reports a transfer to their bank or e-wallet sets off a hold on the
money along the whole chain of accounts. The first hold lasts up to 5 days, in
which the victim must give a sworn complaint or police report, and can be
extended to 30 days, longer only by court order. If the check finds the
money came from a scam or went to a mule account, it is sent back;
otherwise it is released. Since September 2026 banks and e-wallets must
report every month the funds they hold. Recovery by the authorities is
reported case by case: the CICC reported more than PHP 20 million
recovered in love scam cases in 2025.



REPORTED
77%

of victims reported it

In the Armidale 2026 survey, 13.5% of victims of the last 12 months told the
police and 76.9% reported to some institution, such as the police, a bank or a
platform. Under the anti-scam law, a complaint to the victim's bank or e-
wallet through its fraud reporting channel starts a hold on the money.

Banks and other firms supervised by the central bank filed 40,780 reports of
crimes and losses with it in 2024, up from 40,572 in 2023 and 16,246 in
2022. A customer whose complaint is not settled can take it to the central
bank, which received more than 120,000 new consumer complaints of all
kinds in 2025, up 72.6% from 70,112 in 2024; its chatbot handled about 95%
of the 53,644 received in the first half of 2025, many of them about
unauthorised transactions.

The Cybercrime Investigation and Coordinating Center (CICC), whose hotline
was recognised as the national anti-scam hotline in 2025, recorded 18,633
complaints from more than 13,000 people in 2025, up from 10,004 in 2024
and 3,317 in 2023: 6,453 were consumer fraud and 4,243 online fraud. The
police Anti-Cybercrime Group recorded 7,081 online scam cases in 2024,
and 4,509 in the first half of 2026, down from 5,526 a year earlier.
Agreements signed in February 2026 let the central bank share confidential
account information with the National Bureau of Investigation and the CICC
to build cases under the anti-scam law, and with the Securities and
Exchange Commission for its handling of consumer complaints.



POLICE RECORDS

18,633

cases recorded by the
authorities

MOST COMMON

1. Investment
1. Jobs
3. Online shopping

The figure shown here is the CICC's count of complaints, with the losses
attached to them: 18,633 complaints in 2025, from more than 13,000 people.
It covers every kind of cybercrime reported to the centre. Consumer fraud,
mostly goods paid for and never delivered, was 6,453 complaints and other
online fraud 4,243. Online harassment (2,160) and identity theft (1,626) are
also in the total. The PHP 418 million of losses covers consumer fraud, online
fraud, hacking and phishing. Scams reported only to a bank, an e-wallet or a
police station are not counted.

The police Anti-Cybercrime Group keeps its own count of the cases it
handles: 3,941 online scams from January to mid-November 2025 against
7,081in all of 2024, and 4,509 in the first half of 2026. By offence, swindling
(estafa) was the largest, 3,915 cases in the year to October 2025.

Online swindling is charged under the Revised Penal Code with the
Cybercrime Prevention Act, which raises the penalty by one degree. AFASA
adds the offences of money muling and social engineering, and treats them
as economic sabotage, with life imprisonment, when three or more people
act together or three or more people are victims. Police recorded 527 AFASA
cases in 2025. Across all cybercrime, 2,933 cases were filed in court and
252 people were convicted in the year to October 2025.

Victims who told the police (estimated)

T 1,093,737

Cases recorded by the authorities
i 18,633

On the CICC's count the largest category is consumer fraud, 35% of all
complaints in 2025. It is mostly online shopping: in 2024, 86% of it was
goods or services paid for and never delivered, and 8% fake advertisements.
Sellers on social media take payment by e-wallet and disappear, or a cash-
on-delivery parcel arrives with the wrong item. The second category, online
fraud (23%), covers financial fraud, impersonation, job, investment and

love scams.

Police figures give the same order: of the online scams logged to mid-
November 2025, online selling was 1,630, investment and task scams 589,
phone calls posing as a bank or e-wallet 431, hijacked profiles 326 and loan
scams 251. The latest police breakdown of losses, for January to August
2023, shows where the money goes: online selling took 44% of PHP 155
million, fake parcel scams PHP 20.9 million, and love scams cost the most
per case, about PHP 73,000 each across 266 complaints. Banks' reports to
the BSP for 2025 show three quarters of fraud losses came from social
engineering, account takeover and identity theft, the schemes in which a
caller or message obtains the customer's own details.



GOVERNMENT
RESPONSE

The Philippines has written strong duties for banks into law and left telcos
and platforms outside them. AFASA and the BSP's 2025 circulars make every
bank and e-wallet in a payment chain trace and hold disputed money
together, lift bank secrecy for that purpose, require real-time fraud systems,
and put the loss on an institution that fails. Banks had until June 2026 to
comply and the BSP says they broadly did. The BSP has signed information-
sharing agreements with the NBI, the CICC, the SEC, the justice department
and the police. The results for victims are still to come.

The shared system for tracing and freezing was drafted by the bankers'
association in 2025 as a database of accounts linked to fraud. The first
results claimed for the law are cases: 527 recorded in 2025, about 447 of
them solved. Monthly reporting of money held and returned began only in
September 2026.

The national hotline 1326 is a government desk with no bank or telco staff,
and a scam prevention centre that would seat them together is still a
proposal. Telcos have duties under the SIM Registration Act but bear no loss,
and the Act is easily beaten: the NBI registered SIMs with an ID showing a
monkey, pre-registered SIMs are still sold, and fake cell towers need no SIM.
Platforms act under voluntary undertakings: Telegram promised a 24-hour
helpdesk in 2026, and a deal with Meta was still being finalised. In 2025
complaints to the CICC rose while cases handled by the police fell.



Calculation Methodology & Sources

People scammed

From one survey:
e 10.4%: Armidale, ASEAN Consumer Scam Report 2026 for the GSMA (figures computed from the respondent data),

Respondent data, Q25 (12 months to 2 August 2026).
e 10.4% of 78,124,317 adults.

People who lost money

From one survey:

e 80.8%: Armidale, ASEAN Consumer Scam Report 2026 for the GSMA (figures computed from the respondent data),
Respondent data, Q32 (12 months to 2 August 2026).

Money lost

e £418.2m was lost in cases recorded by the authorities. Adding the 6,543,807 victims who lost money but are not in those
records, at 1,874 each, gives £12.68b.

e Price of an unrecorded loss: Read off the line fitted to GDP per person in the countries where this price is measured
(Canada, Chile, Mexico, Singapore and United States): US$32.59 = PHP 1,874.08.

e US dollars at 0.017389763 per PHP.
e Share of GDP: US$220.5m against GDP of US$487.09b in 2025. World Bank, GDP (current US$) 2025.

Money returned
e Vanguardia, reporting CONDUSEF, Crece la estafa digital: mas de 2.4 millones de fraudes bancarios en México durante
2025, Level average, see note.

¢ No national figure covers every route, so the average is used for countries where the rules make banks refund only part of
fraud losses. Worked out: banks return 11.4% of money lost through banks, the average of Russia and Mexico; banks
returned PHP 744.5m (11.4% of the 51.5% of money lost through banks); PHP 98.4m came back on money lost outside
banks (1.6%, from Armidale's non-government survey of seven Asian markets, converted to money).

e 6.6% of #12.68b lost.

Reported

From one survey:
e 76.9%: Armidale, ASEAN Consumer Scam Report 2026 for the GSMA (figures computed from the respondent data),
Respondent data, Q33 (12 months to 2 August 2026).
Police records

e 13.5%: Armidale, ASEAN Consumer Scam Report 2026 for the GSMA (figures computed from the respondent data),
Respondent data, Q33 (12 months to 2 August 2026).

e 18,633: Cybercrime cases recorded by the Cybercrime Investigation and Coordinating Center (scams and other online
offences).

Most common

e Ranked by scam types that affected victims of the last 12 months most (Armidale 2026; victims could choose more than
one). 37.5% of answers are methods such as phishing, or other, and are not ranked.

Sources



Armidale, ASEAN Consumer Scam Report 2026 for the GSMA (figures computed from the respondent data) (4 September
2026). Survey. Online survey of adults aged 18 and over in each country (Milieu Insight panel). Original https://www.gsma.c
om/about-us/regions/asia-pacific/gsma_resources/asean-consumer-scam-report-2026/

Back End News, Cybercrime reports fall in 2025, PNP-ACG data show (27 December 2025). News report. Reports police
figures given to the cybercrime centre. Original https://backendnews.net/cybercrime-reports-fall-in-2025-pnp-acg-data-s
how/

BitPinas, DICT, Meta Move to Formalize Content Takedown Partnership (20 February 2026). News report. Reports the
planned agreement with Meta. Original https://bitpinas.com/fintech/dict-meta-move/

Bangko Sentral ng Pilipinas, Circular No. 1213, Series of 2025: Amendments to Regulations on Information Technology Risk
Management to Implement Section 6 of the Anti-Financial Account Scamming Act (10 June 2025). Official source. The rule
itself. Original https://www.bsp.gov.ph/Regulations/Published %20Issuances/Images/Circular_1213.pdf -

Bangko Sentral ng Pilipinas, Circular No. 1215, Series of 2025: Regulations on the Temporary Holding of Funds Subject of
Disputed Transactions and Coordinated Verification Process (30 May 2025). Official source. The rule itself. Original https://
www.bsp.gov.ph/Regulations/Issuances/2025/1215.pdf -

Bangko Sentral ng Pilipinas, Memorandum No. M-2026-029: Guidelines on the Submission of the Report on Temporarily-
Held Funds (24 June 2026). Official source. The rule itself. Original https://www.bsp.gov.ph/Regulations/Issuances/2026/M
-2026-029.pdf -

BusinessMirror, BSP credits Afasa Law in gains vs financial fraud (3 September 2026). News report. Reports a Senate
budget hearing. Original https://businessmirror.com.ph/2026/09/03/bsp-credits-afasa-law-in-gains-vs-financial-fraud/

BusinessWorld, CICC warns against cybercrimes targeting consumers (30 January 2026). News report. Reports the
centre's figures for 2025. Original https://www.bworldonline.com/technology/2026/01/30/727609/cicc-warns-against-cyb
ercrimes-targeting-consumers/

BusinessWorld, Philippines still among hotspots for cyber fraud in Southeast Asia (12 October 2026). News report. Reports
the central bank on compliance and its agreement with the police. Original https://bworldonline.com/top-stories/2026/10/1
2/786391/philippines-still-among-hotspots-for-cyber-fraud-in-southeast-asia/

BusinessWorld, Love scams get more sophisticated using Al warns CICC (2 February 2026). News report. Reports the
centre's figures on love scams. Original https://bworldonline.com/technology/2026/02/02/728026/love-scams-get-more-s
ophisticated-using-ai-warns-cicc/

Context.ph, NTC reviews SIM Registration Act amid rising text scams (11 March 2025). News report. Reports the regulator's
figures for 2024. Original https://context.ph/2025/03/11/ntc-reviews-sim-registration-act-amid-rising-text-scams/

Cybercode.ph, CICC Philippines: What It Handles and Where to Report (24 September 2026). Industry source. A law site's
description of what the hotline does. Original https://cybercode.ph/cybercrime-investigation-coordinating-center/

DZRH News, 190 Filipinos rescued from Cambodia scam hubs return home (5 February 2026). News report. Reports
government figures on repatriation. Original https://www.dzrh.com.ph/post/190-filipinos-rescued-from-cambodia-scam-hu
bs-return-home

Fintech Alliance PH (from BusinessWorld), Cyber losses hit P5.82 billion in 2024, BSP (28 March 2025). News report.
Reports the central bank's figures for 2024. Original https://fintechalliance.ph/cyber-losses-hit-p5-82-billion-in-2024-bsp/

GMA News, BSP eyes expanded Al role in consumer complaint mediation (2 February 2026). News report. Reports the
central bank on its complaints chatbot. Original https://www.gmanetwork.com/news/money/economy/974983/bsp-eyes-ex
panded-ai-role-in-consumer-complaint-mediation/story/

GMA News, BSP inks info-sharing agreements with NBI, CICC, SEC (20 February 2026). News report. Reports the
agreements. Original https://www.gmanetwork.com/news/money/economy/977313/bsp-inks-info-sharing-agreements-with
-nbi-cicc-sec/story/

GMA News, Consumer fraud topped cybercrime complaints in 2025, CICC (22 January 2026). News report. Counts only
complaints made to the centre; scams that are not reported, or are reported only to a bank, an e-wallet or the police, are
not included. Original https://www.gmanetwork.com/news/topstories/nation/973804/consumer-fraud-topped-cybercrime-
complaints-in-2025-cicc/story/

GMA News, Over 500 cases filed against scammers; BSP warns banks may have to reimburse victims (23 July 2026).
News report. Reports statements by the central bank's general counsel. Original https://www.gmanetwork.com/news/mone
y/economy/995881/over-500-cases-filed-against-scammers-bsp-warns-banks-may-have-to-reimburse-victims/story/

GMA News, Consumer fraud topped complaints logged among senior citizens in 2025, CICC (24 February 2026). News
report. Reports the centre's figures. Original https://www.gmanetwork.com/news/topstories/nation/977680/consumer-frau
d-topped-complaints-logged-among-senior-citizens-in-2025-cicc/story/
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Philippine Daily Inquirer, Scam reports fall in 2025, but ACG urges caution these holidays (21 November 2025). News
report. Reports police figures to mid-November 2025. Original https://newsinfo.inquirer.net/2144504/fewer-online-scams-I
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Philippine Daily Inquirer, DICT considers ban on Telegram (24 February 2026). News report. Reports Telegram's
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