scamstats

Mexico

Population 131.9 million - Latest figures: 2025

Fraud is now Mexico's most frequent crime. The national
crime survey counts 8,290 frauds for every 100,000
people in 2025, up from 7,574 in 2024 and 5,341in 2017,
and fraud is the most common crime in 27 of the 32 states.
Fraud and extortion together were 44% of all crime.

No single body leads on fraud. The financial consumer
agency CONDUSEF handles claims against banks and
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lenders. Fraud itself is prosecuted by the state

prosecutors. The Guardia Nacional runs the national cyber

line, and the federal security ministry leads on extortion,

with a national strategy launched on 6 July 2025 and a general law in force since 29 November 2025.

Two measures aim at the tools scammers use. Since 1 October 2025 bank customers set their own
transfer limit, above which the bank must ask for extra confirmation. And every mobile line must be
registered to a named person: lines not linked by their deadline, staggered from 15 August to 31
December 2026, are suspended. In June and July 2026 CONDUSEF signed agreements to share
information on fraud with the banks' security body SEPROBAN and with the government's financial

intelligence unit.

PEOPLE SCAMMED

5,963,883

6.4% of adults

Men are hit slightly more often than women: 8,688 frauds per 100,000 men in
2025 against 7,947 per 100,000 women. Most frauds are electronic and most
extortion is by phone, according to the statistics office.

CONDUSEF says fraud has moved from voice calls to SMS and WhatsApp,
because many people no longer answer unknown numbers: the messages
claim to come from a bank, the tax office or an online shop and carry an
urgent link. Its list of the riskiest frauds for 2025 was phishing emails,
smishing by SMS, fraudulent calls, card skimming, fraud on social networks,
identity theft, online buying and selling, and tampered cash machines. In
2026 it warned of apps installed from links that capture passwords or take
control of the phone, and of fake advisers on social media who use real
lenders' names and ask for a deposit before a loan is paid out.

Many extortion calls are made from inside prisons: twelve prisons account
for 56% of the numbers reported to the national extortion line. Mexico City's
cyber police have warned of romance scams run from fake profiles of
soldiers, and of QR codes that lead to fraudulent sites.
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PEOPLE WHO LOST
MONEY

4,987,744

84% of victims

MONEY LOST

US$3.23b

MXN 62.1b in a year,
0.18% of GDP

Half of the frauds in the national crime survey were bank cards or accounts
used without the owner's permission, and nearly half were goods or services
paid for and not delivered. A transfer through the SPEI payment system can
be cancelled only before the money is deposited, so a payment sent to a
scammer comes back only if the person who received it agrees.

Since 1 October 2025 every customer has a personal limit for internet, phone
and mobile banking: a transfer above it needs additional confirmation, and
changing the limit needs two forms of authentication or a signature at a
branch. Mobile signals are being blocked in prisons: by November 2025 a
third of the lines identified in extortion had been cut off. Recovery scams add
a second loss: websites and Facebook pages promise to recover money lost
to scams, ask for a new payment in advance and disappear.

Fraud is Mexico's most frequent crime, and it is spreading. INEGI's national
crime survey counts 8,290 frauds per 100,000 people in 2025, up from 7,574
in 2024 and 5,341in 2017. The survey covers bank fraud, a card or account
used without permission, and consumer fraud, goods or services paid for
and not delivered.

Most losses are small, and a few large ones carry much of the total. In
INEGI's survey data the median victim who lost money lost MXN 3,000 in
both 2024 and 2025, while losses of MXN 100,000 or more made up 43% of
the money lost in 2025, against 28% in 2024.

Bank fraud makes up a large part. Customers disputed MXN 10,714 million
with their banks as possible fraud in the first half of 2025, about 72% of all
money claimed from banks, according to CONDUSEF, the financial consumer
agency. In the first quarter of 2026 they disputed MXN 5,201 million, two
thirds of all money claimed, and fraud complaints were up 31.5% on a

year earlier.



MONEY RETURNED

US$277.4m

8.6% of the money
lost

REPORTED
48%

of victims reported it

Most of the money returned in Mexico is refunded by banks rather than

recovered from the scammers. Banks give back about a quarter of what
customers claim from them as fraud: in the first half of 2025 customers

disputed MXN 10,714 million as possible fraud and banks returned MXN
2,556 million, according to CONDUSEF. In the first quarter of 2026 they
refunded MXN 1,265 million of MXN 5,201 million, leaving 75.7% unpaid.
Identity theft claims fared worse: MXN 65 million refunded of MXN 634

million in the first half of 2025.

The rules favour card charges. A customer has 90 days to dispute a charge,
and the bank has up to 45 days to rule, or 180 days for transactions abroad.
CONDUSEF says the bank must generally credit a disputed charge within 48
hours of the claim while it investigates, and can take the credit back if it
shows the customer or an additional cardholder authorised the charge.

Transfers the customer made themselves are much harder to recover. A SPEI
transfer can be cancelled only before the money is deposited, and once it
reaches a valid account getting it back depends on the recipient. If the bank
refuses, the customer can take the claim to CONDUSEF within two years,
free of charge. In the State of Mexico in the first seven months of 2026,
38.4% of claims to CONDUSEF ended in the user's favour and MXN 106.7
million was recovered.

In INEGI's national crime survey (ENVIPE 2026), 5.9% of fraud victims of
2025 reported to the public prosecutor. Of 8,136,513 frauds that year,
392,358 (4.8%) were reported to a prosecutor and a file was opened for
288,383 of them, 73.5%. In all, 246,907 were reported to some other
authority, 59,628 of them to the prosecutor as well. The share of fraud not
reported or not investigated fell from 96.7% in 2024 to 96.5%.

State prosecutors opened 108,736 fraud files in 2025. The Guardia
Nacional's report line logged 61,829 reports of internet crime in
2025, up 4.8% from 58,996, and refers victims to the prosecutor for a
formal complaint.

Banks received 1.515 million fraud complaints in the first quarter of 2026, up
31.5%, three quarters of all complaints against them. Claims go to the bank's
specialised unit or straight to CONDUSEF, which received 22,199 claims in
the first quarter of 2026, 37.4% about possible fraud and 94% of those
against banks. From January to May its possible-fraud claims passed
35,000, up 18% at banks and about 49% at smaller lenders.

The national extortion line took 142,505 calls from July 2025 to February
2026, 1% of them about completed extortions, leading to more than 5,000
investigation files. In Mexico City the Consejo Ciudadano received 15,216
extortion reports in 2025, down 9.3% from 16,782. CONDUSEF's register of
suspicious phone numbers took almost 5,000 numbers in its first week in
June 2026, 91% of them fraud, harassment or spam.



POLICE RECORDS

108,736

cases recorded by the
authorities

MOST COMMON

1. Online shopping
2. Card fraud

State prosecutors opened 108,736 fraud investigations in 2025, up from
61,609 in 2017, against the 8.1 million frauds the national crime survey
estimates. The survey estimates that 96.5% of frauds in 2025 were not
reported or did not lead to an investigation. Across all crimes only 9% were
reported: the main reasons people gave were that reporting is a waste of
time (35.8%) and distrust of the authorities (13.0%). Of the investigations
that were opened, 38.1% ended with nothing happening and 39.5% were still
in progress.

Enforcement has concentrated on extortion. The general law in force since
29 November 2025 sets 15 to 25 years in prison, covers extortion by phone
and digital means, including calls made from prisons, and is prosecuted
without the victim having to press charges. Under the national strategy 1,847
people had been arrested by 31 July 2026. On timeshare fraud run from call
centres, the United States in February 2026 sanctioned a resort near Puerto
Vallarta, five people and 17 companies linked to the Jalisco cartel.

Victims who told the police (estimated)

T 348,965

Cases recorded by the authorities

| 108,736

The national crime survey records two broad kinds of fraud. Consumer
fraud, paying for goods or services that are not delivered as agreed, was
46.7% of frauds in 2025 and the largest single kind. Bank fraud, in three
forms, made up the other half: a card used for purchases without permission
(31.4%), a cloned card (11.4%) and money taken from a bank account (7.0%).
Eight in ten frauds were carried out over the internet or by other electronic
means, 13% in person and 7% by phone call.

Among claims that reach CONDUSEF, the usual fraud complaints are
purchases and electronic transfers that the customer does not recognise.
Claims of possible fraud to CONDUSEF rose 18% in banks and almost 49% in
smaller lenders in the first five months of 2026, with the fastest growth
among people aged 50 to 59. Extortion is counted separately and is almost
as common as fraud: 6,831 cases per 100,000 people in 2025.



GOVERNMENT
RESPONSE

Mexico has no single programme against fraud, and no body with the power
to make banks, phone companies and platforms act together. What exists is
a set of separate measures. The banking regulator requires a personal
transfer limit on every account from October 2025. The telecoms regulator is
registering every mobile line to a named person, with unregistered lines
suspended between August and December 2026: by late June 2026, 43.5%
of 144.5 million lines had been registered. CONDUSEF runs alerts, a fraud
portal and a number-checking tool, and in mid-2026 signed its first
agreements to exchange information on fraud methods with the banks'
security body and the financial intelligence unit. The security ministry's effort
is aimed at extortion: a national strategy, a single 089 line and the blocking of
phone signals in prisons.

The evidence on outcomes is poor. Fraud rose from 7,574 to 8,290 per
100,000 people between 2024 and 2025. Banks refunded about a quarter of
the money customers disputed as fraud. Only 3.5% of frauds were reported
and led to an investigation, and across all crimes 1.1% ended with a result for
the person who reported.

The President has called extortion "the crime we have not been able to
reduce". Banks answer for card charges they cannot show the customer
authorised. Nothing obliges telcos or platforms to share data or to bear any
of the loss.



Calculation Methodology & Sources

People scammed

From one survey:

e 6.4%: INEGI, Encuesta Nacional de Victimizacion y Percepcion sobre Seguridad Publica (ENVIPE) 2026, Tabulado 4.26
(2025).

o 6.4% of 93,454,351 adults.

People who lost money

From one survey:

e 83.6%: INEGI, Encuesta Nacional de Victimizacion y Percepcion sobre Seguridad Publica (ENVIPE) 2026, Raw files,
question 1.34 (2025).

Money lost

e 4,987,744 victims who lost money, at an average of MXN 12,451 each, gives MXN 62.1b.

¢ MXN 65,219,695,905 lost by 5,238,062 victims in the survey's own count of adults, as printed by INEGI.
e US dollars at 0.051981784 per MXN.

e Share of GDP: US$3.23b against GDP of US$1.83tn in 2025. World Bank, GDP (current US$) 2025.

Money returned

e Vanguardia, reporting CONDUSEF, Crece la estafa digital: mas de 2.4 millones de fraudes bancarios en México durante
2025, Article.

e Banks returned MXN 2,556m of MXN 10,714m disputed as fraud in the first half of 2025. Worked out: MXN 2,556m for the
first half, doubled for the year; banks returned MXN 5.11bn (10.6% of the 77.4% of money lost through banks); MXN 224.2m
came back on money lost outside banks (1.6%, from Armidale's non-government survey of seven Asian markets, converted
to money).

Reported

e Borrowed from Indonesia, India, Malaysia, the Philippines, Singapore, Thailand and Vietnam: 48.0%. Estimated: the lowest
of the shares measured by the non-government survey: Indonesia (48.0%), India (87.9%), Malaysia (55.2%), the
Philippines (76.9%), Singapore (87.1%), Thailand (75.0%) and Vietnam (65.2%).

Police records

e 5.9%: INEGI, Encuesta Nacional de Victimizacion y Percepcion sobre Seguridad Publica (ENVIPE) 2026, Raw files, question
1.20 (2025).

e 108,736: Fraud cases recorded by the state prosecutors of Mexico (investigation files opened).

Most common
e Ranked by kinds of fraud recorded in the national crime survey (ENVIPE 2026). 10.4% of answers are methods such as
phishing, or other, and are not ranked.
Sources

e ADNA40, Estas son las ladas mas usadas para estafar en la Ciudad de México (3 September 2026). News report. Reports
the Consejo Ciudadano's own count of extortion reports in Mexico City. Original https://www.adn40.mx/mexico/2026-09-0
3/estas-son-las-ladas-mas-usadas-para-estafar-en-la-ciudad-de-mexico/


https://www.adn40.mx/mexico/2026-09-03/estas-son-las-ladas-mas-usadas-para-estafar-en-la-ciudad-de-mexico/
https://www.adn40.mx/mexico/2026-09-03/estas-son-las-ladas-mas-usadas-para-estafar-en-la-ciudad-de-mexico/
https://www.adn40.mx/mexico/2026-09-03/estas-son-las-ladas-mas-usadas-para-estafar-en-la-ciudad-de-mexico/

ADN40, Cémo es la estafa de codigos QR por la que alerto la Policia Cibernética CDMX (20 September 2025). News report.
Reports a warning by the Mexico City cyber police. Original https://www.adn40.mx/seguridad/2025-09-20/como-es-la-est
afa-codigos-qgr-por-la-que-alerto-la-policia-cibernetica-cdmx/

Armidale, ASEAN Consumer Scam Report 2026 for the GSMA (figures computed from the respondent data) (4 September
2026). Survey. Online survey of adults aged 18 and over in each country (Milieu Insight panel). Original https://www.gsma.c
om/about-us/regions/asia-pacific/gsma_resources/asean-consumer-scam-report-2026/

Chilango, Gobierno va contra extorsion: bloquearan sefal en penales de CDMX (11 November 2025). News report. Reports
a government announcement. Original https://www.chilango.com/noticias/seguridad/gobierno-extorsion-telefonica-bloque
aran-senal-carceles-cdmx/

CONDUSEF, CONDUSEF alerta sobre incremento de fraudes y llama a fortalecer la educacion financiera (28 May 2026).
Official source. The agency's own claim figures. Original https://www.condusef.gob.mx/?p=contenido&idc=2823&idcat=1-

CONDUSEF, CONDUSEF y SEPROBAN unen esfuerzos para fortalecer el combate al fraude financiero y proteger a las
personas usuarias (18 June 2026). Official source. The agency's own claim figures and agreement. Original https://www.co
ndusef.gob.mx/?p=contenido&idc=2836&idcat=1"

CONDUSEF, La CONDUSEF informa que durante el mes de junio de 2026: 11 Instituciones Financieras han informado
suplantacién (13 July 2026). Official source. The agency's own alert. Original https://www.condusef.gob.mx/?p=contenido
&idc=28468&idcat=1-

CONDUSEF, La CONDUSEF atendi6 18,073 reclamaciones del Estado de México durante el periodo enero - julio de 2026
(31 August 2026). Official source. The agency's own claim figures. Original https://www.condusef.gob.mx/?p=contenido&id
c=28708&idcat=1-

CONDUSEF, ¢Cargos no reconocidos?. Official source. The agency's guide to disputing a card charge. Original https://ww
w.condusef.gob.mx/?idc=1731&idcat=3&p=contenido -

CONDUSEF and Asociacién de Bancos de México, ALERTA PREVENTIVA sobre descargas de programas maliciosos
(MALWARE); conocimiento y prevencion, la mejor defensa del usuario (10 September 2026). Official source. The agency's
and the banks' own alert. Original https://www.condusef.gob.mx/?p=contenido&idc=2878&idcat=1 -

CONDUSEF, Mas coordinacion, mas prevencién: UIF y CONDUSEF firman convenio para fortalecer la seguridad del sistema
financiero (9 July 2026). Official source. Describes the agency's own agreement. Original https://www.condusef.gob.mx/?p
=contenido&idc=2844g&idcat=1-

La Cronica de Hoy, GN garantiza la seguridad de la poblacion en todo momento, incluso en el ciberespacio (23 July 2025).
News report. Reports the Guardia Nacional's cyber division. Original https://www.cronica.com.mx/nacional/2025/07/23/gn-
garantiza-la-seguridad-de-la-poblacion-en-todo-momento-incluso-en-el-ciberespacio/

La Cronica de Hoy, Presentan la Estrategia Nacional contra la Extorsién y cobro de piso (6 July 2025). News report.
Reports a government announcement. Original https://www.cronica.com.mx/nacional/2025/07/06/presentan-la-estrategia-
nacional-contra-la-extorsion-y-cobro-de-piso/

DPL News, Se confirma prérroga para registro de lineas celulares en México: fecha limite sera de acuerdo al ultimo digito
(25 June 2026). News report. Reports the telecoms regulator's rules. Original https://dplnews.com/se-confirma-prorroga-r
egistro-de-lineas-celulares-fecha-limite/

DPL News, CONDUSEF y SEPROBAN unen esfuerzos para fortalecer el combate al fraude financiero (19 June 2026). News
report. Reports an agreement between the agency and the banks. Original https://dplnews.com/mexico-condusef-seproba
n-se-unen-combatir-fraude-financiero/

El CEO, CRT publica en el DOF prérroga para el registro movil (30 June 2026). News report. Reports the telecoms
regulator's figures. Original https://elceo.com/negocios/crt-publica-en-el-dof-prorroga-para-registrar-lineas-moviles/

El Imparcial, Las quejas por fraude bancario escalan un 31.5% ante la Condusef en 2026 (6 July 2026). News report.
Reports CONDUSEF's figures for the first quarter of 2026. Original https://www.elimparcial.com/dinero/2026/07/06/las-que
jas-por-fraude-bancario-escalan-un-315-ante-la-condusef-en-2026-pero-las-instituciones-financieras-rechazan-reembol
sar-el-757-de-los-montos-reclamados-tras-los-robos-de-dinero-mediante-enganos-digitales/

El Imparcial, Banxico y Condusef explican qué pasa si envias una transferencia SPEI por error (1 June 2026). News report.
Reports guidance from the central bank and CONDUSEF. Original https://www.elimparcial.com/dinero/2026/06/01/banxico-
y-condusef-explican-que-pasa-si-envias-una-transferencia-spei-por-error-y-cuando-existe-posibilidad-de-recuperar-el-
dinero/

El Universal, Suben quejas por fraudes; bancos devuelven 24% (6 July 2026). News report. Reports CONDUSEF's Burd de
Entidades Financieras figures on complaints to banks. Original https://www.eluniversal.com.mx/cartera/suben-quejas-por-f
raudes-bancos-devuelven-24/
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