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Kenya
Population 57.5 million - Latest figures: 2025

The Central Bank of Kenya recorded 385 banking-sector
fraud cases in 2025, up from 353 in 2024, with KSh 1.90
billion lost, up from KSh 1.59 billion. Mobile banking was
136 of the cases and online banking 132. The police
recorded a wider series of 4,350 economic crimes, down
from 4,610, covering obtaining by false pretence, currency
forgery and other fraud.

The central bank leads the count, the payment rules and
complaints a bank has not settled. The Communications
Authority, the telecoms regulator, runs the computer
incident team and the rules for registering a line. A banking fraud unit in the criminal investigations
directorate takes complaints from banks. A coordination committee chaired by the interior ministry's
principal secretary brings in the central bank, the telecoms regulator, the police and the prosecutors,
and advises on the security of mobile money.

The offence is the Computer Misuse and Cybercrimes Act, 2018. A dishonest loss through a computer
system carries up to KSh 20 million or ten years, or both, and misuse of another person's password up
to KSh 200,000 or three years, or both. Rules on critical systems, including finance, took effect on 9
February 2024. From 30 May 2025 only the operator or its agent may register a line. Under the 2013
retail-transfer rule the firm pays for a payment the client did not know about, unless it proves the client
was at fault or sent the instruction. A March 2026 framework on reversing a mistaken payment is still

a draft.
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PEOPLE SCAMMED

2,447,899

7.5% of adults

PEOPLE WHO LOST
MONEY

1,780,433

73% of victims

Mobile money reaches 23.2 million adults and banks reach 14.8 million, on
the 2024 FinAccess household survey. The gap in mobile money use
between women and men narrowed to 1.8 percent, from 5.2 percent in 2021.
Internal fraud was the leading label where money was lost in a savings
cooperative (75.1 percent) or a pension scheme (66.1 percent). Accidental
sending was the prevalent way mobile money was lost, at 70 percent.

In the quarter to December 2025 the incident team said users were reached
by calls, texts and messages impersonating an institution, an employer, a
delivery service or a government agency, with urgency around travel,
promotions and bonuses. Phishing messages copied a real brand or a
payment platform to harvest a mobile banking login.

An email or a text that looks as if it comes from the bank asks for a PIN or a
password, and card skimmers copy the magnetic strip. The Authority's
Kiswahili guide calls identity theft wizi wa utambulisho. The usual method is
kuvua: a baruapepe, an email, that is laghai and asks for a name, a PIN, a
national identity number or a card number. The same guide names a work-
from-home fee, a foreign lottery, a forged cheque, an advance-fee loan and
an investment promising a high return with no risk. SIM swaps were still
among complaints in July to September 2026, some of them used to reach a
financial account.

On the central bank's 2025 count the money moves on six routes. Mobile
banking was 136 cases and KSh 634 million, and online banking 132 cases
and KSh 157 million, together 268 of the 385 cases. Card fraud was 16 cases
and KSh 645 million, about KSh 40.3 million a case. Identity theft was 63
cases and KSh 168 million. Internet scams rose from 9 cases to 22, with KSh
87 million lost. Computer fraud was 16 cases and KSh 212 million.

Once the recipient's firm has the instruction, the payer cannot revoke a retail
transfer. That is the 2013 regulation. The payer's firm must carry the
instruction out correctly, and its liability ends when it proves it sent the
transfer on. If it is liable for a failed transfer, it restores the account, including
the charges. Firms file incidents of fraud, theft and robbery with the central
bank within ten days of each month end. The Bank has linked its data
warehouse to those systems.

From 30 May 2025 only the operator or its agent may register a line, and the
documents are checked against a government database. Registering without
that check, or without authority to register subscribers, is an offence. A
proxy may not register a line, except a parent or guardian for a child.
Knowingly giving false information is an offence, and the operator
deactivates that line. The Authority investigates a false-registration
complaint within 30 days. The penalty is a fine of up to KSh 1 million or up to
six months in prison, or both.



MONEY LOST

US$49.9m

KES 6.46b in a year,
0.04% of GDP

MONEY RETURNED

US$1.6m

3.1% of the money lost

The 385 banking cases of 2025 exposed KSh 2.03 billion and lost KSh 1.90
billion, about KSh 4.95 million a case, up from KSh 1.59 billion lost on 353
cases in 2024. The stability report says the recovery rate of funds is low. The
banking fraud unit starts recovery so stolen funds can be restored to the
owners. After a conviction the court may order compensation and restitution
of an asset gained from the offence.

The 2013 retail transfers regulation makes the payment firm liable for a
transaction performed without the client's knowledge. The contract can set
that liability aside where the firm proves fault on the client's side, or shows
that the real client gave the instruction. Where the firm is liable because it
failed to carry a transfer out correctly, it restores the debited account,
including the charges.

A refund starts as a complaint to the firm. A bank acknowledges it within 48
hours and undertakes to resolve it within 7 days, and gives a timeline if that
will take more than seven business days. A customer who is not satisfied
may take the bank's response to the central bank, which hears both sides. A
case already in court stays with the court. A complaint to a payment firm is
lodged within 15 days and resolved within 60 days, free of charge except
where records more than three months old have to be retrieved. A March
2026 draft, prepared with the other financial regulators, would require a firm
to help reverse a payment the customer says was a mistake.

US$1.6m (KES 202.4m) of it was returned to victims, 3.1% of the money lost.



REPORTED
75%

of victims reported it

The central bank recorded 385 banking-sector fraud cases in 2025, up from
353 in 2024. The police recorded 4,350 economic crimes in the same year,
down from 4,610. Payment firms file fraud incidents with the central bank
each month. A national coordination committee receives reports of computer
and cybercrime. It includes the central bank, the telecoms regulator, the
police and the prosecutors.

A banking complaint is lodged with the bank, which acknowledges it within
48 hours, and can then move to the central bank. The central bank's fraud
page names the bank and the police as the two places a report of shared
banking details goes. Banks, other financial institutions and government
bodies also send fraud complaints to the banking fraud unit, which takes
identity theft, card fraud and unauthorised access against institutions the
central bank regulates.

A phone or internet complaint is lodged with the provider and, if unresolved,
moves to the Communications Authority. In July to September 2026 the
Authority received 479 escalated complaints and resolved 422: 45 of 47
fraud and scam complaints, 56 of 57 on digital finance and mobile money,
and 47 of 49 on cybercrime. The Kiswahili guide hames the police for
identity theft, wizi wa utambulisho. The incident team separately counted
over 2.6 billion threat events that quarter, up 14.45 percent. The economic
survey records 12.5 billion online crime incidents in 2025, up from 3.6 billion,
beside the 385 banking cases.



POLICE RECORDS

385

cases recorded by the
authorities

The figure on this page is 385 banking-sector fraud cases recorded by the
Central Bank of Kenya in 2025, with KSh 1.90 billion lost. The rows are
computer fraud 16, internet scam 22, mobile banking fraud 136, online
banking fraud 132, card fraud 16 and identity theft 63, up from 353 cases
and KSh 1.59 billion in 2024. The police recorded 4,350 economic crimes
beside that series, down from 4,610. Economic crimes are obtaining by false
pretence, currency forgery and other fraud.

A dishonest gain or loss through a computer system is an offence under the
Computer Misuse and Cybercrimes Act, 2018. The penalty is a fine of up to
KSh 20 million or up to ten years in prison, or both. Using another person's
password or other unique identifier is identity theft, with a fine of up to KSh
200,000 or up to three years, or both. On conviction the court may order
compensation, recoverable as a civil debt.

The banking fraud unit of the Directorate of Criminal Investigations takes
complaints from banks, other financial institutions and government bodies. It
investigates those cases, helps prosecute, and starts recovery of stolen
funds for the owners. The national coordination committee also receives
cybercrime reports. The interior principal secretary chairs it, with the head of
the police and the director of public prosecutions among the members. A
detection count of 12.5 billion online crime incidents in 2025, up from 3.6
billion, is mostly system weaknesses and is kept beside the 385.

Victims who told the police (estimated)

T 1,012,923

Cases recorded by the authorities
| 385



MOST COMMON

1. Online shopping
2. Prizes

3. Investment

GOVERNMENT
RESPONSE

Mobile banking fraud is the common case: 136 of 385 cases in 2025, about a
third of the cases and of the money, at KSh 634 million. Online banking fraud
is close behind, 132 cases and KSh 157 million, up from 106 cases. Together
the two rows are 268 cases. Card fraud is the common large loss: 16 cases
and KSh 645 million, about KSh 40.3 million a case. Identity theft was 63
cases and KSh 168 million, up from 56. Internet scams rose from 9 cases to
22, with KSh 87 million lost.

A message that looks as if it comes from the bank asks for a PIN or a
password. Card skimmers copy the magnetic strip. In the quarter to
December 2025, calls, texts and messages impersonated an institution, an
employer, a delivery firm or a government office, with urgency around travel,
promotions and bonuses. Phishing pages aimed at mobile banking logins,
some using a QR code or a shortened link. Complaints escalated in July to
September 2026 named phishing, impersonation, fake promotions,
fraudulent mobile money, marketplace scams and SIM swaps.

The Authority's Kiswahili guide calls the email script kuvua and the theft wizi
wa utambulisho: a laghai email asks for a PIN, a national identity number or a
card number. It also names a work-from-home fee, a foreign lottery, a forged
cheque, an advance-fee loan and a high-return investment. A phone line can
be registered only by the operator or its agent, against a government identity
record, and a false registration is deactivated.

The interior principal secretary chairs the national coordination committee.
Members include the central bank's governor, the telecoms regulator, the
head of the police and the director of public prosecutions. The committee
advises on mobile money. Payment firms file monthly fraud returns, and the
central bank has linked its data warehouse to their systems. Since 30 May
2025 an operator checks identity documents against a government database
and deactivates a line registered on false information. Banks send cases to
the investigations directorate for recovery. Since 9 February 2024, finance
has been treated as a critical sector.

Bank cases rose from 353 to 385 and losses from KSh 1.59 billion to KSh 1.90
billion, with KSh 2.03 billion exposed. The stability report says the recovery
rate of funds is low. Police economic crimes fell from 4,610 to 4,350, and all
crimes reported to the police fell 5.1 percent, to 96,038. The Authority
resolved 422 of 479 escalated complaints in July to September 2026. Threat
detections rose from 3.5 billion in 2023/24 to 8.6 billion in 2024/25.

Who pays is still the 2013 retail transfers regulation. The firm is liable for a
transaction the client did not know about, unless it proves the client was at
fault or sent the instruction. A transfer cannot be revoked once the
recipient's firm has received it. A March 2026 draft, written with the other
financial regulators, would require a firm to help reverse a payment the
customer says was a mistake.



Calculation Methodology & Sources

People scammed

e 7.5%. Where reliable survey data is not available, we estimate using mobile and broadband penetration.
o 7.5% of 32,589,112 adults.

People who lost money

e 72.7%. Where reliable survey data is not available, we estimate using mobile and broadband penetration.

Money lost

e KES 1.9b was lost in cases recorded by the authorities. Adding the 1,780,048 victims who lost money but are not in those
records, at KES 2,557 each, gives KES 6.46b.

e Price of an unrecorded loss: Read off the line fitted to GDP per person in the countries where this price is measured
(Canada, Chile, Mexico, Singapore and United States): US$19.78 = KES 2,557.41.

e US dollars at 0.007733798 per KES.
e Share of GDP: US$49.9m against GDP of US$135.94b in 2025. World Bank, GDP (current US$) 2025.

Money returned

o Estimated: the median share of money recovered in lower-middle-income countries that publish it: Bangladesh (1.1%),
Egypt (7.6%), India (4.3%), Nigeria (0.3%), the Philippines (6.6%), Pakistan (6.2%), Tanzania (0.5%) and Vietnam (2.0%).

Reported

e Borrowed from Indonesia, India, Malaysia, the Philippines, Singapore, Thailand and Vietnam: 75.0%. The median of the
shares measured by the non-government survey: Indonesia (48.0%), India (87.9%), Malaysia (55.2%), the Philippines
(76.9%), Singapore (87.1%), Thailand (75.0%) and Vietnam (65.2%).

Police records

e Borrowed from Indonesia, India, Malaysia, the Philippines, Singapore, Thailand and Vietnam: 41.4%. The median of the
shares measured by the non-government survey: Indonesia (28.0%), India (53.4%), Malaysia (41.4%), the Philippines
(13.5%), Singapore (54.8%), Thailand (45.8%) and Vietnam (39.4%).

e 385: Banking sector fraud cases recorded by the Central Bank of Kenya.

Most common

e Borrowed from India: ranked by the average of the scam types their victims named (no survey of Kenya's own). 37.0% of
answers are methods such as phishing, or other, and are not ranked.

Sources

e Armidale, ASEAN Consumer Scam Report 2026 for the GSMA (figures computed from the respondent data) (4 September
2026). Survey. Online survey of adults aged 18 and over in each country (Milieu Insight panel). Original https://www.gsma.c
om/about-us/regions/asia-pacific/gsma_resources/asean-consumer-scam-report-2026/

e Armidale, India Consumer Scam Report 2026 for the GSMA (figures computed from the respondent data) (6 October
2026). Survey. Online survey of adults aged 18 and over in India (Milieu Insight panel). Original https://www.gsma.com/abo
ut-us/regions/asia-pacific/gsma_resources/india-consumer-scam-report-2026/

e Communications Authority of Kenya, Consumer Complaints Report, Quarter 1, FY 2026/2027 (5 November 2026). Official
source. 479 complaints escalated in July to September 2026, of which 47 were fraud and scams. Not the recorded count.
Original https://www.ca.go.ke/sites/default/files/2026-11/Consumer%20Complaints % 20Report%20for % 20Q1%20FY %202
026-2027.pdf -
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Communications Authority of Kenya, Cybersecurity Report, July to September 2026 (20 October 2026). Official source.
National KE-CIRT/CC, 43rd edition. PDF created 20 October 2026. Over 2.6 billion cyber threat events in the quarter, up
14.45 percent. A detection count, beside the 385 banking cases. Original https://www.ca.go.ke/sites/default/files/2026-10/
Cyber%20Security % 20Report%20Q1%202026-2027.pdf -

Communications Authority of Kenya, Cybersecurity Report, October to December 2025 (20 January 2026). Official source.
National KE-CIRT/CC. PDF created 20 January 2026. Calls, texts and messages impersonating institutions, employers,
delivery services and government agencies, and phishing against mobile banking users. Original https://www.ca.go.ke/site
s/default/files/2026-01/Cyber%20Security % 20Report%20Q2%202025-2026.pdf -

Communications Authority of Kenya, Cybersecurity Report, January to March 2024 (9 April 2024). Official source. National
KE-CIRT/CC. PDF created 9 April 2024. States that the critical information infrastructure regulations came into effect on 9
February 2024 and cover finance. Original https://www.ca.go.ke/sites/default/files/2024-04/Cyber%20Security % 20Repor
t%20Q3%202023-2024.pdf -

Communications Authority of Kenya, Mambo unayopaswa kufahamu kuhusu huduma za mtandao (6 September 2023).
Official source. Kiswahili guide, document CA/PEA/CEP/KIS/B/4/2020, file footer 6 September 2023. Names wizi wa
utambulisho and kuvua, and names the police and the Authority. Original https://www.ca.go.ke/sites/default/files/CA/Broch
ures/Mambo%20% 20unayopaswa % 20Kufahamu % 20kuhusu%20Huduma%20za%20Mtandao.pdf -

Central Bank of Kenya, Resolution of customer complaints in the banking sector (1 December 2023). Official source.
Download path dated December 2023. Under prudential guideline CBK/PG/22 a bank acknowledges a complaint within 48
hours and undertakes to resolve it within 7 days. A dissatisfied customer may write to the Bank. Original https://www.centra
Ibank.go.ke/wp-content/uploads/2023/12/Customer-Complaints-Handling-Mechanism.pdf -

Central Bank of Kenya, Financial Consumer Protection Framework for Kenya (Draft), March 2026 (1 March 2026). Official
source. Cover marked Draft. Prepared with the capital markets, insurance, pensions, savings cooperative and competition
regulators and the Communications Authority. PDF created 9 April 2026. Described as a draft, not as a rule in force.
Original https://www.centralbank.go.ke/wp-content/uploads/2026/04/Consumer-Protection-Framework-March-2026.pdf -

Central Bank of Kenya, Fraud safety (11 September 2026). Official source. Dated 11 September 2026 on the Bank's listing.
Describes bank phishing and card skimmers, and names the bank and the police as the places a report of shared banking
details goes. Original https://www.centralbank.go.ke/fraud-safety/ -

Central Bank of Kenya, Kenya Financial Sector Stability Report 2025 (30 October 2026). Official source. Table 14 is the
banking-sector fraud count and the amount lost. The report is dated 30 October 2026, and scams that were not reported to
banks are outside the count. Original https://www.centralbank.go.ke/uploads/financial_sector_stability/819597526_Kenya %
20FInancial%20%20Sector % 20Stability % 20Report%202025.pdf -

Central Bank of Kenya, Regulation for the Provision of Electronic Retail Transfers, 2013 (1 January 2013). Official source.
Under the National Payment System Act, 2011. Clauses 11.1, 11.4 and 11.5 are revocation and liability. Clause 12.2 is the 15
day and 60 day complaint clock. Clause 14.2 is the monthly fraud return. The effective date line in clause 16 is blank on the
published copy. Original https://www.centralbank.go.ke/images/docs/NPS/Regulations%20and % 20Guidelines/Regulatio
N%20-%20Provision%200f % 20Electronic % 20Retail % 20Transfers.pdf -

Government of Kenya, Computer Misuse and Cybercrimes Act, 2018 (16 May 2018). Official source. Act No. 5 of 2018,
Gazette supplement of 16 May 2018, saved from the Communications Authority repository. Sections 4 to 6 establish the
coordination committee. Sections 26, 29, 44 and 45 are the fraud offence, identity theft, restitution and compensation.
Original https://repository.ca.go.ke/bitstream/handle/123456789/1241/Computer % 20Misuse % 20and % 20Cybercrimes %20
Act%202018.pdf -

Directorate of Criminal Investigations, Investigations bureau, banking frauds (10 November 2026). Official source. Page
opened 10 November 2026. The banking fraud unit receives complaints from banks and other institutions regulated by the
central bank and starts recovery of stolen funds through lawful processes. Original https://www.dci.go.ke/node/283 -

Central Bank of Kenya, 2024 FinAccess Household Survey (13 December 2024). Survey. Probability sample. Section 4.5 is
money lost among users of named products, including accidental sending. Not a share of adults scammed. Original https://
www.centralbank.go.ke/wp-content/uploads/2024/12/2024-FINACCESS-HOUSEHOLD-SURVEY-MAIN-REPORT.pdf -

Communications Authority of Kenya, Kenya Information and Communications (Registration of Telecommunications Service
Subscribers) Regulations, 2025 (30 May 2025). Official source. Legal Notice No. 90 of 30 May 2025. Made by the Cabinet
Secretary for Information, Communication and the Digital Economy in consultation with the Authority. Only an operator or
its agent may register a line, against a government database. Original https://www.ca.go.ke/sites/default/files/2025-09/Th
e€%20Kenya% 20Information%20and %20Communications %20 %28Registration % 200f % 20Telecommunications % 20Servic
es%20Subscriber%29%20Regulations%202025.pdf -
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e Kenya National Bureau of Statistics, Economic Survey 2026, ICT and governance tables (29 April 2026). Official source.
Cited pages cut from the Internet Archive copy of the 565-page report. Table 17.1 is the police count, Table 17.30 classifies
economic crimes, Table 14.15 is KE-CIRT events. Original https://www.knbs.or.ke/wp-content/uploads/2026/04/2026-Econ
omic-Survey.pdf -

e Kenya National Bureau of Statistics, Kenya Facts and Figures 2026 (29 April 2026). Official source. Opened from the
Internet Archive. Table 59 prints crimes reported to the police by category, including economic crimes 4,350 in 2025.
Original https://www.knbs.or.ke/wp-content/uploads/2026/04/2026-Facts-and-Figures.pdf -

e UN DESA, World Population Prospects 2024 (medium variant) (11 July 2024). Official source. Modelled estimates built from
censuses and surveys. Original https://population.un.org/wpp/ -

e Vanguardia, reporting CONDUSEF, Crece la estafa digital: mas de 2.4 millones de fraudes bancarios en México durante
2025 (1 August 2025). News report. Press report of CONDUSEF figures on fraud claims and refunds. Original https://vangu
ardia.com.mx/noticias/mexico/crece-la-estafa-digital-mas-de-24-millones-de-fraudes-bancarios-en-mexico-durante-202
5-MK17956794 -

e World Bank, Mobile cellular and fixed broadband subscriptions per 100 people (28 October 2026). Official source. ITU
figures via the World Bank; the latest year for each country. Original https://data.worldbank.org/indicator/IT.CEL.SETS.P2 -

e World Bank, Official exchange rate (local currency units per US$, period average) 2025 (8 October 2026). Official source.
Annual average of official exchange rates reported by national authorities. Original https://data.worldbank.org/indicator/PA.
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