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The National Bank of Ethiopia, the central bank, puts the

gross cost of bank fraud and forgery at ETB 1.3 billion in

the year to June 2024, up from ETB 1.0 billion a year

earlier, with cases at 28 banks, almost every bank in the

country. False calls and texts sit beside fake notes and

cheques, embezzlement and stolen ATM cards among the

means. Its next report, for the year to June 2025, says

digital fraud in banking was still increasing, as digital

payments nearly doubled to more than ETB 18.5 trillion

and complaints to financial institutions rose from 3,345

to 13,626.

The central bank leads the response for money. Its draft National Digital Payments Strategy for 2026 to

2030 names scams that trick people into handing over details, known as social engineering, as the

most common kind of fraud, and plans a Cybersecurity and Fraud Directorate, a shared fraud

detection system and rules on freezing accounts and on refunds. The Federal Police Crime

Investigation Bureau investigates the cases, and the Information Network Security Administration,

INSA, is the national cyber security agency.

The main criminal law is the Computer Crime Proclamation of 2016, which punishes computer fraud

with up to five years in prison, or ten in serious cases. A 2026 law sets cyber security duties for critical

sectors including finance, and in July 2026 the central bank widened its ban on dealing in

cryptocurrency without its approval.

http://127.0.0.1:42155/


PEOPLE  SCAMMED

8,099,423
10.9% of adults

The central bank says scams that trick people into revealing details or

sending money feed on gaps in digital and financial literacy, above all among

people in rural areas, women and older people. Many are new to digital

money: there were 135.9 million mobile money accounts in 2025, but only

about 15% are active in a month, and 66% of women and 60% of men who

do not use mobile money say it is because they do not know how.

Scammers reach people mostly by phone. In a case the Federal Police

announced in October 2026, callers posed as bank technical support staff

and told victims they had won a prize, needed to update their mobile banking

or had to link their bank account to Fayda, the national digital ID, which the

central bank made compulsory for bank accounts by April 2026. Victims

were talked into giving their password, one-time code or PIN. Others are sent

text messages, are given a short code to dial that sends their money to the

scammer, or lose their phone number to a SIM swap.

The scammers in police cases work inside Ethiopia, in organised groups that

rent houses and use bank accounts and SIM cards registered to other

people. Ethiopians are also caught up in scam compounds abroad: the

country is the main African recruiting ground for the compounds on the

Myanmar border, where people lured by fake job offers are forced to run

romance and investment scams on people in other countries.

PEOPLE  WHO  LOST
MONEY

6,421,506
79% of victims

Most money in the cases is taken through mobile banking and mobile money.

Once a caller has a victim's password, one-time code or PIN, the money

leaves the account quickly: in one 2022 case a man who changed his

password as a caller posing as Commercial Bank of Ethiopia staff told him

lost ETB 85,000 within two hours. The money goes to accounts and SIM

cards in other people's names, some bought or rented from their owners,

and police seized 114 phones and 478 SIM cards in the October 2026

case. The central bank says the networks spread across several banks

and payment firms and run like call centres, so no single provider sees

the pattern.

Little stops a payment in time. The central bank says security on USSD short

codes, apps, payment gateways and card machines is uneven, and that

banks are reluctant to freeze an account without a court order, which can

take up to a week, by which time the money has usually been moved several

times and withdrawn. Its draft strategy plans a rule letting banks hold

suspect funds, minimum security standards such as two-step checks for

large transfers, a shared fraud system and a fraud desk at EthSwitch, the

national payment switch.

Since 2023 Ethio Telecom has tied its telebirr mobile money app to the SIM

card in the customer's own phone, after reports of accounts being entered

without consent. Dealing in cryptocurrency needs central bank approval.



MONEY  LOST

US$137.1m
ETB 16.37b in a year,

0.11% of GDP

Most victims bear the loss themselves. The central bank says it is unclear

where responsibility lies between banks and customers in a fraud, which

leaves the loss from digital payment fraud almost entirely on the consumer,

with slow and often ineffective recourse for victims. Recovery is low: KPMG

has put the share of money stolen from banks that is recovered at under

16%. In the October 2026 police case, police seized nine vehicles, a

motorcycle, 114 phones and 478 SIM cards from a network accused of taking

more than ETB 200 million from 658 people.

Some banks refund where the customer had no part. The president of the

Commercial Bank of Ethiopia, the largest bank, said in 2022 that it refunds

the money at once when it finds it was lost through fraud, as long as the

account holder was not involved.

The central bank plans a directive within 12 months on scams in which

victims are tricked into authorising a payment, setting out the duties of banks

and customers in their contracts. It would require a refund only when a

bank's staff, agents or systems were at fault and the customer took

reasonable care, with the sending and receiving institutions sharing the cost.

A further rule would let banks hold funds suspected of coming from fraud

without waiting for a court. A customer whose complaint a bank has not

resolved within 10 working days can take it to the central bank.

REPORTED

68%
of victims reported it

(estimated)

Financial institutions received 13,626 consumer complaints in the year to

June 2025, about four times the 3,345 of the year before, and resolved 90%

within 10 working days. Most were about failed transactions and identity

checks, and nearly half concerned failed mobile banking transfers; the year

before, the complaints covered failed and unauthorised transactions, misuse

of data and fraud. A customer complains to the bank or payment firm first,

and the central bank reviews a complaint only if it is still unresolved after 10

working days. It takes complaints by a free call centre, its website and email,

and its form asks how much was lost.

Scam victims also go to the Federal Police Crime Investigation Bureau. In

2022 its head said at least 10 people a day came to the bureau, and its

investigators counted 204 court cases of mobile banking fraud in two

months, all at the Commercial Bank of Ethiopia. A deputy governor of the

central bank said on radio that more than 74,000 people fell victim to mobile

banking scams in the Ethiopian year to July 2023.

Banks report fraud to the central bank, which says the reports come late and

in different forms. It is building a central fraud reporting portal, a directive will

set one format and timetable for every regulated firm, and it plans an annual

public fraud report on the most common scams and the people they hit.



POLICE  RECORDS

171,966
our estimate of cases

recorded by the

authorities

The figure shown here is an estimate of 171,966 scam cases recorded by the

authorities in 2025, with ETB 9.85 billion lost. It applies the cases India's

national cyber crime portal recorded per adult to Ethiopia's adults, and the

money is India's recorded loss as a share of its economy applied to

Ethiopia's. It stands for what Ethiopia's police and prosecutors would record.

The Federal Police Crime Investigation Bureau investigates scams and

announces them case by case.

The largest recent case came in October 2026, when the Federal Police said

they had arrested 37 people accused of taking more than ETB 200 million

from 658 people by posing as bank staff, in an operation with other security

and justice bodies. In 2022 the Ministry of Justice said about 700 court

cases of bank fraud involving ETB 85 million were reported in two months,

close to 90% of them in Addis Ababa, and that crimes on electronic payment

platforms made up 14% of economic crimes. A study it released that year

found banks had lost ETB 1.8 billion to fraud in five years, half of it at the

Commercial Bank of Ethiopia.

The main offence is computer fraud under the Computer Crime Proclamation

of 2016: tricking a person with misleading computer data carries up to five

years in prison and a fine of up to ETB 50,000, and causing economic loss by

changing computer data up to ten years in serious cases. Obtaining or selling

another person's electronic identity data carries up to five years.

Victims who told the police (estimated)

3,351,484

Cases recorded by the authorities (our estimate)

171,966



MOST  COMMON

1. Online shopping

2. Prizes

3. Investment

The central bank names scams that trick people into handing over details or

money, known as social engineering, as the most common kind of fraud in

Ethiopia. Its figures for the year to June 2024 list the means behind ETB 1.3

billion of bank fraud and forgery: fake notes and cheques, embezzlement,

unauthorised bank guarantees, withdrawals with stolen ATM cards, and false

calls or texts.

Posing as the bank is the main script. The caller says they are from the

bank's technical support and offers a prize, a mobile banking update or help

linking the account to the Fayda digital ID, then asks for the password, one-

time code or PIN, or gives the victim a short code to dial that sends the

money away. The money is moved on through accounts and SIM cards in

other people's names. Customers of the Commercial Bank of Ethiopia were

the main target in 2022, and the 658 victims in the October 2026 police case

were reached the same way.

Other scams include SIM swaps, fake online deals paid by mobile banking

where the goods never come, and cryptocurrency and investment offers,

which the central bank warns can end in total loss. INTERPOL ranked

Ethiopia first in the world for malware detections in 2024. Fake job offers

abroad also lure Ethiopians into scam compounds in Myanmar, where they

are forced to run romance and investment scams.

GOVERNMENT
RESPONSE

The central bank's draft National Digital Payments Strategy for 2026 to 2030

is the plan, and it is frank about the gaps. Banks, payment firms and telecom

operators keep fraud information to themselves, banks report fraud late and

unevenly, suspect funds can be frozen only with a court order, and no rule

says who pays. The strategy plans a shared fraud detection system at the

central bank, a fraud desk at the national payment switch, a Cybersecurity

and Fraud Directorate, a refund rule for scams in which victims are tricked

into paying, a freezing rule led by the Financial Intelligence Service and an

annual public fraud report. Its own risk table rates delays in approving rules

and weak coordination as high risks.

The results so far run the wrong way. Bank fraud losses rose from ETB 1.0

billion to ETB 1.3 billion in the year to June 2024, and complaints to financial

institutions rose about fourfold the next year. The loss falls almost entirely on

the consumer. Fayda, the digital ID now required for bank accounts, and the

tie between telebirr and the owner's SIM card are the main checks in place,

and scammers already use Fayda as a pretext.

Police action is case by case, though the October 2026 operation against a

network with 658 victims was run with other security and justice bodies. A

2026 law sets cyber security duties for banks and other critical sectors, and

the government brought home 1,300 Ethiopians from scam compounds in

Myanmar in the five months to December 2025.



Calculation Methodology & Sources

People scammed

10.9%. Where reliable survey data is not available, we estimate using mobile and broadband penetration.

10.9% of 73,991,656 adults.

People who lost money

79.3%. Where reliable survey data is not available, we estimate using mobile and broadband penetration.

Money lost

Our estimate of the money lost in cases recorded by the authorities is ETB 9.85b. Adding the 6,249,540 victims who lost

money but are not in those records, at ETB 1,044 each, gives ETB 16.37b.

Price of an unrecorded loss: Read off the line fitted to GDP per person in the countries where this price is measured

(Canada, Chile, Mexico, Singapore and United States): US$8.74 = ETB 1,043.77.

US dollars at 0.008371224 per ETB.

Share of GDP: US$137.1m against GDP of US$126.36b in 2025. World Bank, GDP (current US$) 2025.

Reported

Estimated: 41.4% of victims told the police, times 1.6452, the average in countries with our survey.

Police records

Borrowed from Indonesia, India, Malaysia, the Philippines, Singapore, Thailand and Vietnam: 41.4%. The median of the

shares measured in our survey's markets: Indonesia (28.0%), India (53.4%), Malaysia (41.4%), the Philippines (13.5%),

Singapore (54.8%), Thailand (45.8%) and Vietnam (39.4%).

171,966: Scam cases recorded by the authorities, estimated for Ethiopia from the cases recorded per adult in India.

Most common

Borrowed from India: ranked by the average of the scam types their victims named (no survey of Ethiopia's own). 37.0% of

answers are methods such as phishing, or other, and are not ranked.

Sources

Armidale, ASEAN Consumer Scam Report 2026 for the GSMA (figures computed from the respondent data) (4 September

2026). Survey. Online survey of adults aged 18 and over in each country (Milieu Insight panel). Original https://www.gsma.c

om/about-us/regions/asia-pacific/gsma_resources/asean-consumer-scam-report-2026/

Armidale, India Consumer Scam Report 2026 for the GSMA (figures computed from the respondent data) (6 October

2026). Survey. Online survey of adults aged 18 and over in India (Milieu Insight panel). Original https://www.gsma.com/abo

ut-us/regions/asia-pacific/gsma_resources/india-consumer-scam-report-2026/

Capital Ethiopia, 658 Ethiopians defrauded of more than 200 million birr in banking scams (17 October 2026). News report.

Federal Police operation against a mobile banking scam network. Original https://capitalethiopia.com/2026/10/17/658-ethio

pians-defrauded-of-more-than-200-million-birr-in-banking-scams/ ·

Capital Ethiopia, Ethiopia Emerges as Top Target of Cyberattacks Amid Rapid Digital Growth (25 September 2025). News

report. Report of the INTERPOL Africa Cyberthreat Assessment 2025. Original https://capitalethiopia.com/2025/09/25/ethi

opia-emerges-as-top-target-of-cyberattacks-amid-rapid-digital-growth/ ·

Capital Ethiopia, NBE tightens virtual asset ban (26 July 2026). News report. Report of the central bank notice of July 2026

on virtual assets. Original https://capitalethiopia.com/2026/07/26/nbe-tightens-virtual-asset-ban/ ·
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The Diplomat, Ethiopian Tech Workers Are Trapped in Myanmar's Scam Centers (19 March 2025). News report. Ethiopians

recruited into scam compounds on the Myanmar border. Original https://thediplomat.com/2025/03/ethiopian-tech-workers

-are-trapped-in-myanmars-scam-centers/ ·

The EastAfrican, Ethiopia repatriates 27,300 nationals stranded in Myanmar, Saudi Arabia (1 January 2026). News report.

Government statement on nationals brought home from Myanmar scam compounds. Original https://www.theeastafrican.c

o.ke/tea/news/east-africa/ethiopia-repatriates-27300-nationals-stranded-abroad-5314012 ·

Fana Broadcasting Corporate, Ethiopian banks suffers 1.8 billion birr in fraud loses in five years (30 May 2022). News

report. Ministry of Justice study of bank fraud. Original https://www.fanamc.com/english/ethiopian-banks-suffers-1-8-billio

n-birr-in-fraud-loses-in-five-years/ ·

Addis Fortune, Banking Industry Battles Festering Fraud as Clients Swindled Savings (27 August 2022). News report. Bank

fraud cases, a victim's account and Ministry of Justice counts. Original https://addisfortune.news/banking-industry-battles

-festering-fraud-as-clients-swindled-savings ·

Addis Fortune, State-owned Telco Fortifies Mobile App Security (18 September 2023). News report. Ethio Telecom binds

telebirr to the customer's own SIM card. Original https://addisfortune.news/state-owned-telco-fortifies-mobile-app-securit

y ·

Information Network Security Administration, Critical Infrastructure Cybersecurity Proclamation Marks a Major Step Toward

Safeguarding Ethiopia's Digital Sovereignty (7 August 2026). Official source. Proclamation 1426/2026 on cyber security

duties of critical sectors. Original https://insa.gov.et/blog/Critical-Infrastructure-Cybersecurity-Proclamation-Marks-a-Majo

r-Step-Toward-Safeguarding-Ethiopia%27s-Digital-Sovereignty-%E2%80%93-INSA-Director-General-Tigist-Hamid ·

Ministry of Home Affairs, Answer to Rajya Sabha Unstarred Question No. 1341, Cybercrime reporting and investigation (11

February 2026). Official source. Counts only complaints made on the portal; scams that are not reported are not included.

Amounts are as reported by complainants. Original https://sansad.in/getFile/annex/270/AU1341_tmaxdx.pdf?source=pqars ·

National Bank of Ethiopia, Financial Consumer Protection and Education (24 October 2026). Official source. How

complaints go to institutions and then to the central bank. Original https://nbe.gov.et/fcpe ·

National Bank of Ethiopia, Financial Stability Report, November 2024 (cover and pages 44 and 65) (1 November 2024).

Official source. Gross cost of bank fraud and forgery in the year to June 2024, and consumer complaints. Original https://n

be.gov.et/wp-content/uploads/2024/11/Financial-Stability-Report_NOV2024.pdf ·

National Bank of Ethiopia, Financial Stability Report, March 2026 (pages 1, 11, 33, 49 and 50) (1 March 2026). Official

source. Fraud risk, digital payments and consumer complaints in the year to June 2025. Original https://nbe.gov.et/wp-cont

ent/uploads/2026/03/FInancial-Stability-Report_MARCH_2026_.pdf ·

National Bank of Ethiopia, Ethiopia National Digital Payments Strategy 2026 to 2030, draft (8 December 2025). Official

source. The central bank's statement of the fraud problem and its plan against it. Original https://nbe.gov.et/wp-content/upl

oads/2025/12/Ethiopia_NDPS_Draft_F.pdf ·

Federal Democratic Republic of Ethiopia, Computer Crime Proclamation No. 958/2016, English text (7 July 2016). Official

source. The main criminal law for computer fraud and electronic identity theft. Original https://database.cyberpolicyportal.o

rg/api/files/1663679908697pvmb3snrw1.pdf ·

The Reporter Ethiopia, Federal Police warns increase in mobile banking fraud (4 June 2022). News report. Federal Police

counts of mobile banking fraud cases and a bank's refund practice. Original https://www.thereporterethiopia.com/24052/ ·

Shega, Issue 95: Rising Mobile Banking Scams and Capital Injections (31 July 2023). News report. A central bank deputy

governor on mobile banking scam victims in 2022 to 2023. Original https://newsletter.shega.co/p/issue-95-rising-mobile-b

anking-scams-capital-injections ·

UN DESA, World Population Prospects 2024 (medium variant) (11 July 2024). Official source. Modelled estimates built from

censuses and surveys. Original https://population.un.org/wpp/ ·

World Bank, Mobile cellular and fixed broadband subscriptions per 100 people (28 October 2026). Official source. ITU

figures via the World Bank; the latest year for each country. Original https://data.worldbank.org/indicator/IT.CEL.SETS.P2 ·

World Bank, GDP (current US$) and alternative conversion factor for Ethiopia, 2025 (8 October 2026). Official source.

Ethiopia's 2025 GDP and the birr rate. They scale India's recorded-loss share of GDP to a birr total. Original https://data.wo

rldbank.org/indicator/NY.GDP.MKTP.CD?locations=ET ·

World Bank, DEC alternative conversion factor (local currency units per US$) 2025 (8 October 2026). Official source. The

rate the World Bank uses to convert a country's GDP where it publishes no official exchange rate. Original https://data.worl

dbank.org/indicator/PA.NUS.ATLS ·

World Bank, GDP (current US$) 2025 (8 October 2026). Official source. National accounts estimates that are revised as

countries report. Original https://data.worldbank.org/indicator/NY.GDP.MKTP.CD ·
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